Internet Awareness
and E-Safety
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Context of this presentation

* This presentation will now go on to look at
the internet in all its forms with a
background of supporting the major part of
the Byron Report 2008.

* |ssues raised today are not meant to
shock or offend.
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Hands up session

no has an email address?
N0 buys groceries over the internet?
no has bought a holiday over the internet?

no has bought car insurance over the
Internet?

S ==X

So everyone uses it and it's good isn't it.

Hang on to that as we look in detall at the
Internet.
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Context of young people today







Remember the Cs

The Byron Report and Becta (British Educational and
Communications and Technology Agency) research

Indicated that we need to be aware of the internet in a
number of areas:

e C Culture
e C Content
e C Contact

This presentation has looked at examples of all of
them.
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What are the risks?

o Poor or inappropriate content or inappropriate
material

o Contact with unsuitable people
o Information overload
o Potential for on-line bullying

o Legal, financial and commercial
considerations

o Differences between home and school
o Addiction
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Some thoughts

* Would you let your children play on the

main road the day after they learned to
walk?

* Would you let your children play alone on
the Internet as soon as they could use a
mouse”?
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This might happen if you did?




Have These Things Really Happened?
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School staff downloading adult pornography on the school’s
laptop

12 year-old arranges to meet adult who has been sending
her sexually explicit texts

Teacher grooms child online whilst sexually abusing another
child in his school

Yr 4 pupil given porn site address to use at school so father
can attempt to sue school

Teenage girl posts topless picture of herself on Bebo to
deliberately attract attention for payment

Teacher subjected to malicious Social Networking profile
being created about him by a pupil he reprimanded.
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Remember

* The Internet is a great place, it's bad
people who give It a bad name!

e It Is about behaviour not about
technology;

* We have to learn how to keep
ourselves safe, however old we are.
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We need to understand more about the
Internet.

« 1996 www developed from defence use;

« 2003 Web 2 started developing, which allowed users to interact and
collaborate with each other in a social media dialogue as creators
of user-generated content in a virtual community, and on social
networking sites, blogs, wikis, video sharing sites;

« 2009 Web 3 begins a third phase in the evolution of the World Wide
Web, based on the idea that the Internet 'understands' the pieces of
Information it stores and is able to make logical connections
between them

« 'With Web 3.0, it's about the Web becoming smarter, getting to know
you better from your browsing history (and all you've contributed to it
during Web 2.0) and automatically delivering content to you that is
relevant.'
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http://en.wikipedia.org/wiki/Social_media
http://en.wikipedia.org/wiki/User-generated_content
http://en.wikipedia.org/wiki/User-generated_content
http://en.wikipedia.org/wiki/User-generated_content
http://en.wikipedia.org/wiki/Virtual_community
http://en.wikipedia.org/wiki/Social_networking_site
http://en.wikipedia.org/wiki/Social_networking_site
http://en.wikipedia.org/wiki/Blog
http://en.wikipedia.org/wiki/Wiki
http://en.wikipedia.org/wiki/Video_sharing

The Internet- is it changing??
This was August 2000
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The Internet- is it changing??

These are sites today

Interactive Young Person

£ Most Visited @9 Getting Started . Latest Headlines.
a6 -
© Durham County C

How to Download ~ J),

Step by Step Guide .

=
™

Social networking: Music, photo & video download:
*Facebook, °yqutube,
*Twitter -_fllkr,
*Instant Messenger, *itunes
*FaceTime *ebay
*Instagram *Tesco, Amazon, etc.
A g
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Example page from Youtube, a web 2 interactive site.

U2 - Beautiful Day

From: DutchMacPhisto
Joined: 1 year ago
Videos: 147 Subscribe

Added: January 14, 2007  (More info)

From the album: All That You Can't Leave Behind...

Embed Cu=tomize

<object width="425" height="355"><param name="movie" value="http:

b More From: DutchMacPhisto
¥ Related Videos

U2 - One
04:37 From: vertigo001
Views: 5 860,138

U2 - Vertigo: Video
03:11 From: universalmusicgroup
Views: 2 765,067

[ — [ U2 - With Or Without You
o _— [
Li_‘ - m & 'ﬂ"|| = 04:50 From: davidalexandro
Views: 5245 345
Rate: % % % & 10,338 ratings Views: 5433839
U2 and Green Day "The Saints Are
Coming" video
~| Share v Favorite 2| Playlists Flag 03:18 From: vidsquare
Views: 3 430,301
-t
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BBC use Flikr another web 2 type site to distribute pictures
from their cricket commentary team

flickr

Home You

Test Match Special's photostream

Sets Tags Archives Favorites Profile

"View" from the commentary box
at the Grange.

Arlo White and Dougie Brown commentate on
the historic "One Day International” at...

@G

0 comments

Arlo, Dougie and Angus at the

Grange

Done

4 (1 new) Help Sign Out

TMS Commentary Box at the

TMS Commentary box at the

tc  Search

Rosalie Birch in
New Zealand
1 photo

England in New
Zealand 2007/08

23 photos

m
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The Internet- is it changing??

WEB v 3 > Scary?

The ‘Intelligent web’:
Databases that talk to each other; ability to carry your ‘profile’ wherever you are,
using whatever technology you wish.

Company
application system
— interrogates
Application university
form for job, database of :
N J qualifications you Company forms a view
ISR ORS quoted. of you before even
degree from reading your application
university

Company system
looks on Facebook,

MySpace for your
details, easy if you
have an open profile

Information and
Technical
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What do adults / parents know?

7% of parents think their child
has received unwanted
sexual comments

33% of 9-19 yr olds have received
unwanted sexual comments

26% of parents can check

o1 P 65% of young people can clear Internet
website history

history

26% of parents can deny
access to specific
websites

46% of children can bypass
parental blocks

1% of parents think
their children are
blogging — 67% don’t
know what a blog is

33% of children use a
blog regularly

16% of parents think their 57% of 9-19 yr olds have come into
child has seen contact with pornography on the
pornography on the Internet

Internet

I I A |

From the OfCOM Media Literacy Report.
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Generation Divide

Parent Young Person

The whole technology scares the life out - Mum and Dad haven'’t got a clue, | set up the

of me. How do | set it up so that it’s safe? virus software and parent filter, to control my
brother, they should make it easier for parents

to set up
| haven'’t got a clue what she’s doing There are risks to children who have not been taught
on MSN, she can talk to 10 friends at - about the net properly, however | think that the

amount of children abducted or abused via the
internet is highly exaggerated by parents

once without leaving the room

Unable to refer back effectively to my - | wouldn’t listen to my parents anyway, as they don’t
own childhood experiences | feel know enough

unable to make good choices for my

children in this area

“Parents could be better educated in the way of computers, since kids are
learning young, and can use the internet easily. If parents know the ins and
outs of computers, protecting kids from adult material on the internet will be
far easier”. Byron review 2008
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What are children doing

on the Web’?

* Blogging

» Sharing music

» Soclal networking
« Gaming

* Messaging

- Commenting on others’ sites ==&
- Personalising their own pages @&~
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The Internet — Why use 1t??
A look at the good and the bad

Communication — e-mail, chat rooms, IM,

Social networking, weblogs, podcasting.......

Entertainment — downloading music, watching
films, TV programs, playing games, gamble...

Shopping — for just about everything!

Content — an incredible source of information

Education — VLE’s etc
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Emall
What's Good?

*Keeping in contact with family and friends
*Forums for online discussions

*Unique address which can ensure anonymity
«Can read mail from any Internet connection
*Cheap / fast means of communication

«Can attach existing documents without having to re-write

Mowve Selected To: Transform Selected Messages:
INBOX - | Move || Forward || Spam ” Mot Spam | Read || Unread || Delete |
From @ Date @ Subject @
Waterstone's Card Jan 8. 2009  Discover our new-look newsletter and all-time favo...
Freeparking Dec 1, 2008  Customer Bulletin - a website for £99!
HarperCollins AuthorTracker Nov 26, 2008 Elizabeth George: Celebrate the season and enter £ ..
service(@ snapfish.co.uk Oct 22, 2008 Important mformation about vour Jessops Picture House ..
Ticketmaster Oct 22, 2008 Lionel Richie UK tour announced - get presale tickets ...
Waterstone's Card news Oct 15, 2008 Limited editions, exclisive offers and the Booleer ...
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Emall
What's the Risk?

Spam — over half the email sent

Bullying

News
Scams o
Virus Alert 2 July 23rd.
Phishing Alert 23 July 08
If you experienced problems yesterday with a virus infestation, we have discovered that it may be possible that you received
V_ ) other variations which presently may still persist on your system which are not presently being detected by Symantec.
IrUsS's

Email Actually Means 92.3 Percent Spam - According to figures provided by Sophos

By: Bogdan Popa, Security and Search Engines Editor

Ads le Spam Mews Malware Mews Blog Spam Virus Remaoval
Security company Sophos has just published a report concerning the spam stats during the first guarter of
2008, revealing that the United States are again responsible for the most unsolicited messages sent on the
web. According to figures provided by Sophos, g
US-bazed spammers, no matter if we're talking about

Enlarae picture compromised computer or straight by spammers, sent i

=IErEBIctirE 15.4 percent of the total amount of spam while Russia
comes in second with 7.4 percent.

A

| g
Developed by &= lTS S @,
Information and
Technical € €

Making a difference where
Support Service



An example of Phishing.

A bogus email from unknown people purporting to be from a bank

Subjeck: Re-Confirm Your Online Access For Online Banking authenkicity

4w Nationwide

Dear Mationswwide Cuastormer

AL Mationwide, we take our Internet Banking security seriously. When using our
Internet Banking service, yvou automatically benefit from our Internet Banking Promise.

Wie are contacting wou to remind wou that our Account Review Team identified some
unusual activity in yvour account. In accordance with Rationwide Online Banking

User Agreement and to ensure that wvour account has not been accessed from fraudulent
locations, Your COnline Access to your account has been limited. Your Online account access
will remain limited until this issue has been resaolved.

“ou are required to Re—Confirm ywour Online access for online banking Authenticity.

Conce you hawve Re-Confirm wour Online Access wour nationwide account
service will not be interrupted and will continue as naormal.

Re-Confirm ywour Online Access using the Link Below

http: Afnmationwide. . co.ukssignonsdefault  htmrPsource=nationwidecampaign=signonmernulink

Thank “oau.
Philip williamson
Chief Executive

From time to time we may e-mail yvou with details
of our products and serwvices that we feel may be of interest ta wou.
“¥ou Can call our Owverseas helpline: +44 1733 4556789

Wizit our Privacy Palicy amnd User Agreermiaent if vou have any question =,
bitp S www, mationwide., co.uk/helpfinde=. jhtrnl
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Chat

What's good?

Huge variety of topics to subscribe to

Instantaneous

Everyone has a voice

IM

Young people can discuss topics with their peers

Search: @ the web ' pages fram the UK

Google e (o] gopmassne

Web

Chat Rooms (100% Free) »€
ww _plentyofiish.com 8,000,000 Singles Meet millions of Sexy Men Now!

Chat Rooms (Free) »(

Naughty Chat Rooms »¢

UK online dating website - DateTheUK »¢

This UK dating site gives you LIVE CHAT and online flirting, ... Date the UK has members
looking for internet dating and chat throughout England, ...

www.datetheuk.com/ - 84k - Cached - Similar pages

Free Teen Chat Rooms - Teenssite »f

Chat with hundreds of 13-19 teens from UK, USA. and all over the world in some of the free
chat rooms.

www _teenssite co.uk/ - 8k - Cached - Similar pages

UK Chatterbox Chat Rooms - Free England. Scotland. Ireland, Wales ... »€
Free chat rooms. UK chat site with free chat rooms, forums and profiles. Online chatrooms
include England chat, Scotland chat, Ireland chat and Wales chat.
www_ukchatterbox_co.uk/ - 35k - Cached - Similar pages
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ChatRooms.ChatinRooms.com  Chat Rooms Free, for Singles. 1000's of Locals Online, Chat MNowl

BeMNaughty.com/ChatRooms  Meet naughty singles in your area. Real profiles. chat and hot dates.

Results 1 - 10 of about 25,500,000 for chat rooms. (0.22 seconds)
Sponsored Links Sponsared Links

Being A Girl Is Cool »¢

Boys Stay Out - Always Happy Island
Is For Girls To Share Gossip & Tips
Beinggirl.eu/AlwaysHappylsland

MILF Chat Room »¢

Local Moms Looking For Younger
Men (18+). Sign Up for Free!
www.Milf-Date.com

Free Chat Rooms »¢
Explore 4000+ Chatrooms Free.
Start Chatting Free on Paltalk Now
Paltalk.com

Local Chatrooms =€

Thousands of Women want to Chat and
Hook Up. Free Sign Up, Hurry !
FreeHotDates com

Eree Chatrooms »(
Chat & Flirt with other UK singles
Check out the picture profiles!

...... Elid¥rhammn mam




What's the risks?

Unwanted contact

*Escalation of emotion
leading to flaming

*Bullying

*Posted comments can
be saved by others
Including webcam
Images

*Self Generated Risk

Click in the black box
to play the video
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Chat/IM 1

Dutch video is available from YouTube




Chat/ IM -2
Other risks

Virtual Global Task Force video from the
CEOP section of YouTube.

«Can be tricked into
giving to much
personal information.

*30% of children using
chat meet new friends.

*12% then go on to
meet face to face.
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Social Networking

What's Good~

*Easily created global
online presence

*Represents a digital
profile of a persons
likes & dislikes

*Easily linked to other
profiles to create a
network of friends

) 2
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Applications edit
Photos

%58 video

i1 Groups

E Events

{:| Notes

v more

Boiler installation
a

Save money on a new boiler
from British Gas and it could
go on saving you money for
years.

More Ads | Advertiss

Friends v

View My Friends (7)
Edit My Profile

Inbox v

home

Philip Blackburn

What are you doing right now?

Newcastle

Male

August 4

Durham, United Kingdom

account privacy

logout

¥ Friends
7 friends See Al

Richard Helen Claire
Ness Lou Hillary Blackburn

Bas

Mini-Feed

Displaying 4 stories Import

July 25
&5, Philip and Simon Paul Rafferty are now friends. 2:52¢

July 22
251, Philip and Joni White are now friends. 10:32

Comment

July 19

Comment
Comment

2}1 Philip and Andrew Rafferty are now friends. 2:10pm Comment

f Philip changed his profile picture. 7:13pn

Comment

See Al

¥ Information

4 Fil out your Profile

Contact Info
Email: phil.blackburn307@googlemail.com

¥ _Education

&

Making a difference wi

here

you live



Social Networking
Some of the risks

A member of Alan Shearer’s family (reportedly his daughter) recorded him on a
mobile phone singing along to the sound system in the car and then posted the
video on their social networking site. This was reported on BBC website and
Telegraph newspaper and online and is still on YouTube today!
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http://www.youtube.com/watch?v=Vkd_hIl3LsM&feature=rec-HM-r2

Social Networking
You can’t take back what you post»
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What’s Good?

Online diary — ideal for
keeping in touch

Online record of
achievements

Collaborative tool

b 2
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Weblogs

You are here: Blog

Add the TravelMail blog vidget/gadaet t to your Site.
Eg IGoogle homepage ag=

u

Subscribe using popular web-based rss readers.
Click your choice below:

[l MY Yaioo! | B & newsgotor | (el myAoL |
w LJ netvibes !ﬂ Gougle '_\

Get TravelMail Blogs delivered by ema

« Can Emma Thompson tell me how she takes herself to
Hollywood? | Main | I admit it, I thought that Virgin Atlantic
would fail... »

A holiday in the Obama zone

Tuesday, 20 January 2009

Original BJ rss Feed

'Recent Comments

m

Il Alexander on How to be your own worst enemy

Lola on Isn't it time for child-free flights?

Posted by Chris Leadbeater, Travel Writer, TravelMail

So the big day is finally here. A landmark date, circled in the
calendar, round and round and round, in bright red ink. A hugely
momentous, erm, moment, very possibly predicted by the sages,
seers_and nronhets af alden times and almast certainhy written




What are the risks?

*Unwanted contact
*Bullying
*misinformation
*Vandalism

-Offensive messages
can be posted

) 2
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Weblogs

The picture below is from myspace where
the users page has been vandalised. This
was reported in the press and onlne.

¢ 4 | @ MySpace.com - vandalised and victimised - 18 - ..

T

I
b ‘
IR vandalised and victimised
| “We've come to
-t destroy
everything!*

Male

18 years old
sunderland,
Northeast
United Kingdom

Last Login:
16/02/2009

\ i, Y NS AN
¥ Contacting vandalised and victimised
(3 Forvard to Friend
Add to Favorites

Block User

423 Add to Group 8 Rank User

(Litem i ing picture http://i images/sexywitch.jpg...

v B v @ v [hPage v ook v

vandalised and victimised is in your extended
network

vandalised and victimised's Latest Blog Entry [Subscribe to this

[(¥iew all Blog Entries]

vandalised and victimised's Blurbs

About me:
reet, well me name is joe am 17. if ya wana rio more jus add is on msn
on: jojobinxs12@hotmail.com

Who I'd like to meet:

You scored as Pinhead, You are Pinhead. You come straight

from hell. Your curiosity has caused you to make some mistakes
in life. But you are now more powerful than you have ever been.
You enjoy pain just as much as you enjoy pleasure. Unlike most
killers, you like to make sure your victims suffer for all eternity.

®

3 @ Intemet | Protected Mode: On #®100% v

Viaking a difference where yot




What's Good~

Reviewing lessons

Self generated audio on
school websites

Can listen to favourite radio
programs again

Revision topics

Work catch up missed due
to absence.

Developed by — ITS S
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0% on eaLance TRANSFERS FoR 15 HONTHS

0%

What's gOOd? = o “

15.9% APR

Huge database of information S——

AGENCY

[A40 Herefordshire | Eastbound | Heavy traffic . M3 F| Search Query... | B
Traffic Information The latest
TrafficRado Het Office
forecast -
Planned Roadrnorks & Events MetOffice

© Traffic Forecaster

How it affects England's
motorways and trunk road:

*Online shopping

sTEP2:
e [rearure |
North » rame O\
E.0. Newcastie Carlsk 5 sl Tackling congestion by
& levcaste Garisk L influencing travel
7 Newcaytie
Central North» \j\)\—v(/ {; j:h behaviour

Ve aim to tackle congestion
0

Contact us
by phone or email West Midlands »

E.g. Birmingham, Wolverhampton, Coventry.

es
people to make smarter travel
choices

East Midlands »
E.. Nottngham, Leicester, Norwich

South West»

m el
folest
° I n St ant mportant o you £ Exeter,Pymoutn, Taro
South East»

Eg. London, Brighton, Dover

Respect Our Road
Workars

Wih ther safety in mind a
new DVD highlghts why
drivers need to have respect

Easy accessibility E 2o 8=

UK severe weather warnings have been issued

Vd 36| | ThudSen| | FaSSep | | Gmi6Sep

[mi
Cloe wware
[ -
W cten
irre Click o 3 map to see all warnings issued for the UK. 3
‘The Met Qffice has & range
of services that.can help - S UK forecast » »

1 Business deal with the
weather and climate changr.

By 127>
ot 150>
Edioburch 15 °C ¢
london 14°C >

R clesring southeast. Bsewhere, sunny spels and scattered heavy shawers.
i
View 3 reglonal forecast
Selectaregion - @

Fducation services
online and informs

News
LZICUZULTIE Find out what the weather
BRRRITTA conditions will be  the
PRRNETERE oeiing Faraivmics.

‘aralvmpics weather
forecast

Hurricane Gustav beads for Lowiana | 1 s
‘Gulf coast areas of the USA remain on high alert sz Hurricane Gustav heads towards the Lousiana coast, where it is
expected to make landfall around midday US bme on Monday.

News relesse archive
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What's the risk? Content

*Over 4 billion websites

4.2 million Pornographic Sites (small %)

«18000 new sites a day

*A typical LA's schools request @ 1000 webpages per second
*Of which 21,000 requests denied daily — includes adverts
*And 9700 requests for “adult” content denied

BT block 35,000 requests for child sex abuse images every day!
Figures for 2006 — today that will have trebled!

S
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Remember

* Regrettably adults have been unkind to children since time began,
SO0 we must remember.

There Is a danger that we can forget
the benefits if we concentrate on the
dangers too much!!

) 2
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Other Interests and risks

Online Games:

World of War Craft

Rock Band
On line lives:

Miss Bimbo

2 /,/y Biimbo
/' Email (not Password

MissBimbo Foum  Register Demo  About

» Home

» Forum

» Register

» Demonstration

NI , Quick registration »
click here LD | o)) L

q Become the hottest, coolest most intelligent and
talented bimbo the world has ever known!

Welcome to Miss Bimbo. Enter the exciting world of the first ever,
virtual fashion g-com!

Become the most famous, beautiful, talented, independent and
charming bimbo across the globe!

3
ITSS
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Little Hooliganz

. Home /. Forum /. About /. Help

Register Little Hooligan Yo o7

. We want to re-assure all Little Hooliganz that this site is a parody of football violence. "littlehooliganz.com” in no
way condones or incites football (or any) viclence. Our site is strictly moderated and has thorough
rules/quidelines. Any Little Hooliganz using unacceptable language or inciting viclence will be banned immediately
Blouzar Itd

Your details:
Email Address
Password:
Confirm Password
Date Of Birth: DD /MM ~/¥YYY +
Parent's Email Address:
About
Country: Select

A Gender Select_~

)

Making a difference where you live


http://www.rockband.com/

Cyberbullying is

Cyberbullying can be defined as the use of
Information and Communications Technology
(ICT),particularly mobile phones and the internet,
deliberately to upset someone else. It can be an
extension of face-to-face bullying, with
technology providing the bully with another route

to harass their target.
DCSF - Safe to Learn:

However it must be remembered that it is bullying
— only different!

S
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What's the scale of the problem?

- One in eight
: j = , young
One in 10 UK | | people say
teens have
experienced '
cyxt?erbullying Tt
UK parents

. than physical
are unaware N
of the

¥ cyberbullying
., Isworse

bullying
phenomenon

of
cyberbullying

DURHAMFRS‘%"
COUNT YES®eE
COUN CIL iy
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Patty the victim

S
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Cyberbullying

What does it involve? Which media does it use?

e Threats and intimidation e Mobile Phones

e Harassment or stalking e [M and VolP (voice over [ip]
networks)

o Vilification/defamation

« Ostracising/peer e Chatrooms and message boards

rejection/exclusion * Email

e |dentity theft, unauthorised e Webcams

access and impersonation . o
P e Social Networking sites

e Publicly posting, sending or
forwarding personal or private
information or images e Gaming sites, consoles and

virtual worlds

* Video-hosting sites

* Manipulation

S
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How will our St. Anne’s help?

E-Safety Is a priority in our school,

Your children will be taught how to recognise the
dangers and how to deal with them;

We run a managed, filtered network;

We have a very comprehensive E-Safety policy
In place to deal with all online dangers and
problems;

We listen to our young people;
We are willing to help and educate parents.

S
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Who else can Help?

« CEOP
 Childnet
« NSPCC

S
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CEOP

Child Exploitation and Online Protection Centre.

Provide materials and training. It also tracks down
offenders and provides the ‘report abuse’ — red button
system.

If you suspect it, report it!

REPORT
ABUSE

) 2
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* CEOP film
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C’ Childnet Childnet:

niemational . \Welcome to Childnet International, a non-profit
organisation working with others to “help make the
Internet a great and safe place for children”.

[

KNOW IT ALL FOR PARENTS Brought to you by:
! y O Childnet

“# International

KA

IR

NEW TO COMPUTERS

YOUNG PEOPLE A4 B

Childnet have launched
Know IT ALL a pack for
parents and young
people about staying
safe on the www.
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Messages from this presentation ****

« The internet is a great set of facilities for us to use. It is
neither good or bad, it is bad people who make it a bad
place;

 Internet safety is about behaviour not technology;

 If you wouldn’t do it in the real world, it isn’'t acceptable in
the virtual world either;

* Young people do NOT differentiate between the ‘real’
face to face world and the ‘virtual’ online world;

 Internet safety is everybody's responsibility;
 Itis about a balanced approach and understanding;
* Don’t go home or back to school and unplug the internet!
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